The average case complexity of the problem (F maybe eaay to factor for random choices of P and Q). 2.
3.
4.
5.
6. a and b are invertible (mod n)), and some polynomials are ignored (e.g., whenever a is not relatively prime to n and thus b/a2 is ill defined). As a result, the number of polynomials in C is smaller than n2, and they have a non-uniform probability distribution.
Definition: whose goal is to find some P' in Cl and some Q' in C2 whose product mod n is F.
Remarks:
1.
2.
3.
4.
For the sake of simplicity, we assume in this For example, if P and Q have the algebraic form (Z2 +az), it is trivial to factor the prod- If not, it can be written as (P, 1) = (P', Q')(P", Q"), and thus P = P'.P" (mod p) and 1 = Q'Q" (mod q). However, P was assumed to be irreducible mod p, and thus either P' or P" are a constant. Since
Zq is a field, 1 can only be the product of constants mod q, and thus both Q'
and Q" are constants. By chinese remaindering two constants mod p and mod q we get a constant mod n, and thus one of the two factors of (P, 1)
is a constant and the factorization is trivial. A similar proof shows that (1, Q) is also irreducible.
For any other multivariate polynomial (P, Q)
where neither P nor Q is a constant, the factorization (P, Q) = (P, 1)(1, Q) is nontrivial, and proves that (P, Q) is reducible mod n. QED. A similar proof shows that T also belongs to C. Example:
If C is defined as (z+ay+bz) (mod n), then the factorization problem of (z+a'y+b'z)(z+ a" y + b"z) (mod n) is equivalent to solving the five equations:
a'+a" =il~b ' + b" = i2, a'a" = i37
(mod n) where il, . . . i5 are the given coefficients of F.
Note that this is a system of five equations in only four unknowns, which can be simplified to a system of three equations in two unknowns by exploiting the linearity of two of the equations.
As proven in the previous section, its solution is at least as difficult as the factorization of n. Bibliography:
